Kit to be used by the Brazilian Secretariat of Coordination and Governance of State Enterprises (in Portuguese, Secretaria de Coordenação e Governança das Empresas Estatais-SEST) in regards to its governed companies. The proposed kit is an instrument of targeting, which presents a set of best practices and conditioning aimed at the development and implementation of improvements in the management of ICT resources by Brazilian state-owned companies that are controlled by SEST. The proposed kit comprises three situation scenarios and four maturity levels. For each proposed process, the artifacts and templates are presented for the controlled companies to implement their respective processes so that these companies guide the improvements in their ICT governance maturity level. Considering that SEST is the principal entity in this governance structure, the main contribution of the proposed kits is to facilitate, guide and improve the maturity level of all Brazilian state-owned enterprises.
Introduction
Information and Communications Technology (ICT) has become a fundamental element in the operations and strategies of organizations. This only reinforces the concern with practices capable of reducing operating risks and guaranteeing the continuity of the services offered to society. ICT has become widespread in the present business scenario, which is dynamic and very often prone to turbulence. In the past, executives could delegate, ignore or even postpone decisions on ICT [1] . This is no longer possible today, particularly in the majority of the bodies in the Brazilian Federal Public Administration (in Portuguese, Administração Pública Federal-APF), due to a high dependence of organizations on ICT, something that produces greater vulnerabilities, as inherently found in ICT environments.
In the present scenario, ICT has changed in the effort to cater to the needs of increasingly complex business environments, dealing with a diversity of automation and integration cases. Keeping ICT in line with the business is still a major challenge for organizations, as well as constantly adding value to it. ICT has the potential not only to support existing business strategies, but also to lead to new ones.
The application to public organizations makes the case even more specific and complex. Therefore, it is necessary to investigate the implementation of ICT governance in the real environment, carefully following a process to identify real problems, plan solutions, make changes and reflect on the results.
The remainder of the paper is organized as follows. Section 2 presents the background in which the theoretical bases for conducting this research are raised. Section 3 presents the list of processes adhering to state-owned enterprises and which are considered in the elaboration of the SEST Governance Kits. Section 4 defines and evaluates the maturity level of the adherent processes in the elaboration of ICT Governance Kits for State-Owned Enterprises. The conclusion of the paper is presented in Section 5 with some final remarks.
Background
The 1929 economic crisis produced significant losses to investors and saw the rise of very large corporations, motivating the creation of a new model for corporate control where the principal (the holder of assets or contracting party) delegates to an agent (a person hired to execute a task and that holds some execution power) the authority to decide on such assets. Given that the interests of the principal are not always aligned with those of the agent, agency conflicts may occur, i.e., the interests and motivations of the principal and the agent tend to diverge. According to [5] , the agency conflict consists, in brief, of the divergence that occurs between the owners and the directors of the organization. As the directors manage the assets of others, it is considered that they cannot do so with the same degree of care and zeal as the owners of such assets. A relationship of the principal-agent can be seen in many situations such as, for example, in the relationship between officers/managers (agent) and the shareholders/owners (principal) of a corporation/organization. One of the theories developed to solve such conflicts was the agency theory formalized by [5] , who also created a model for agency costs for shareholders. The costs of protecting, controlling and monitoring a business are the agency costs, defined as those required to align the interests of the agent (officers) with those of the principal (owners) [5] , establishing the adoption of steps to regulate the actions of the agent. The agency theory puts forward three conditions: (i) the agent has several behaviors to resort to; (ii) the actions of the agent affect not only one's own welfare, but also that of the principal; (iii) the actions of the agent are hardly observable by the principal, as there is an information asymmetry between the parties [6] .
Conflicts of interest produce costs, specifically related to monitoring the officers, which may include contracting independent audits, implementation of control measures, expenditures with insurance against losses produced by inefficient actions of the officers, compensations paid to agents linked to the increase of the wealth of the shareholders, giving shares or share options to the officers and other incentives focused on the alignment of their interests with those of the administration.
In order to reduce the conflict of interests, a system must be in place to monitor and direct the agency and reduce its costs, i.e., a system using mechanisms of governance, such as the protection of the participants to align the interests of the principal and the agent, the setting of a board of directors, the definition of a policy on officer remuneration, the publication of regular and more transparent reports, as well as structures and processes for monitoring, controlling and accounting.
Most organizations use Information and Communication Technology (ICT) as an essential business tool, and few can function without it. ICT is fundamental for managing organization resources, dealing with suppliers and customers and enabling increasingly global and dematerialized transactions. ICT is key for recording and disseminating business knowledge. In addition, It also plays a significant role in the future business plans of many organizations.
The concept of governance has replaced some traditional concepts like government, administration and management. Many scholars and institutions proposed different definitions of governance [7] . This reference defines governance as structures and processes that are designed to ensure accountability, transparency, responsiveness, rule of law, stability, equity and inclusiveness, empowerment and broad-based participation. Governance means self-organizing, inter-organizational networks that complement markets and hierarchies as governing structures for authoritatively allocating resources and exercising control and coordination [7] .
In essence, governance comprises the mechanisms of leadership, strategy and control put in place to evaluate, direct and monitor the performance of management towards the conclusion of stakeholders' goals and interests.
In this context, regarding the system whereby organizations are directed, interesting research questions arise on whether and how this system is monitored and encouraged and if it involves the best practices and relationships between the owners, board of directors, board and organ control. In the present paper, some responses to this question are proposed, considering that good corporate governance practices convert principles into objective recommendations, aligning interests with the purpose of preserving and optimizing the organization's value, facilitating access to capital and contributing to its longevity [8] .
Specifically in the context of the Brazilian public administration related to state-owned companies, considering that the related governance system comprises institutional mechanisms for the development of public policies that ensure the results desired by citizens and other entities of public life, an interesting research question is if this governance system is correctly defined and achieved [9] . In the present paper, proposals for the public sector governance of ICT resources are designed to bring answers to requirements to improve the information and provision of services, encouraging the participation of society in the decision-making process and improving the levels of accountability, transparency and government effectiveness [9] .
Corporate Governance
The governance system manages, monitors and stimulates the organization, involving the relationships between the owners, the board of directors, the directors and control bodies [10] .
Corporate governance is the system of rules, practices and processes by which a company is directed and controlled. Currently, the governance of companies is heavily regulated by governments (in particular, public companies and stockholder companies).
Corporate governance essentially involves balancing the interests of a company's many stakeholders, such as shareholders, management, customers, suppliers, financiers, government and the community. Since corporate governance also provides the framework for attaining a company's objectives, it encompasses practically every sphere of management, from action plans and internal controls to performance measurement and corporate disclosure [11] .
Public Governance
The public governance system entails the institutional mechanisms for the development of public policies that guarantee that the results expected by the citizens and other entities in the public realm are defined and attained [12] . Regulations play an important role in public governance.
Public governance is an interdisciplinary field of study centering on relationships of power between government authorities, civil society and the market, in the context of transformations in the ability of political communities to legitimately govern themselves and act effectively. These relationships can vary in nature, embodying relationships of authority (namely, authority exerted by the state, but also by the market through the enforcement of contractual arrangements), as well as the relationships of influence and persuasion, coercion and manipulation.
As such, the term not only describes changes in the nature and role of the state since the 1980s and 1990s, it also reflects the need to conceptualize a set of broad, interrelated, yet difficult to define social and political evolutions. Indeed, the popularity of governance is owed in large part to how it stands in contradistinction with a related term such as government, reflecting the attempts by scholars and practitioners to grapple with these transformations [13] .
Digital Governance
Governments and citizens presently operate in a digital environment, which leaves digital trails related to whatever they do and wherever they go. These trails generate huge quantities of information about each participant, regarding each other and any interactions they have. In this context, the most important elements of an organization that deals with the citizens are the information this organization can access and the intelligence provided by the analysis of that information. Information and intelligence generate the capacity for innovation, efficiency and the agility to adapt to a rapidly changing environment [14] .
Digital governance is the use by the public sector of ICT resources aimed at improving the quality of the information and the services provided, encouraging the participation of the society in the decision-making process and improving the levels of the responsibility, accountability and efficiency of the government [15] .
ICT Governance
ICT governance is a key component of the overall corporate governance of the organization. It should be regarded as how ICT creates value that fits into the corporate strategy and never be seen as a discipline on its own. In taking this approach, all stakeholders would be required to participate in the decision-making process. This creates a shared acceptance of responsibility for critical systems and ensures that ICT-related decisions are made and driven by the business and not the opposite.
It is also essential that ICT governance ensures that stakeholders, business owners and other users, maintainers, operators, etc., are involved in identifying new or updated business needs and then providing the organization with the appropriate ICT (and non-ICT) solutions in order to cope with those needs.
During the development or acquisition of solutions to a particular business need, ICT governance should ensure that the selected solutions are responsive to the business and that necessary training and resources (hardware, software, tools, network capacity, etc.) are available to implement them. Monitoring activities may be carried out by internal audit or quality assurance departments, which would periodically report to management.
The ICT governance structure must be defined in order to assure that the ICT decisions, directions, resources, management and monitoring support the organization's strategies and objectives. ICT governance is a system whereby the current and future use of ICT is directed and controlled [16] . This means evaluating and targeting the use of it to support the organization and monitor its usage to accomplish the plans. It includes the strategy and its usage policies within the organization. Managers should govern state-owned enterprises through three main iterating tasks [17, 18] as shown in Figure 1 . ICT governance is defined as how decisions and responsibilities are made and directed, to achieve a desirable behavior in the use of ICT, which refers to the alignment with the goals of the organization and coherence with its culture. In short, ICT governance consists of policies, roles, flows and rules aimed at aligning ICT with the organization's business goals, enabling it to organize and plan to obtain the information necessary to the organization. This planning must provide mechanisms for controlling and retrieving information consistent with the needs of the organization that is incorporated [19, 20] .
According to the concept presented in this section, ICT governance is the system whereby the current and future use of ICT is directed and controlled, involving assessing and targeting the use of ICT to support the organization and monitoring its use to carry out plans, including ICT use strategy and policies inside an organization [17] .
Management is responsible for the planning, implementation, monitoring and development of ICT activities in line with the direction defined by the governance function to attain corporate goals [21, 22] .
High Management
High management consists of public authorities responsible for ICT governance in the bodies and entities of the Brazilian Public Administration, i.e., the State Secretaries, who hold positions of a special nature or are in position of cabinet-appointed commissions as Senior Directors and Advisors (in Portuguese, Direção e Assessoramento Superior-DAS) of Level 6 or equivalent [23] . It is worth to point out that high management has the responsibility to govern ICT, i.e., to guarantee that the ICT is working in an integrated manner, adding value to the business [23] .
Difference between ICT Governance and ICT Management
ICT governance is the system through which the present and future use of ICT is directed and controlled, involving the assessment and directing of ICT to support the organization, as well as the monitoring of its use to implement plans, including the ICT strategy and policies within an organization [17] .
By contrast, management is responsible for the planning, development, execution and monitoring of ICT activities, in line with the guidance set by the governance area, to attain the corporate goals [21] . Figure 2 shows the basic functions, as well as the roles that are responsible for both ICT management and governance. 
Processes Considered in the Design of SEST Governance Kits for State-Owned Companies
Organizational structures are a key element of ICT governance in articulating the roles of the various management and governance bodies across the business and decision-making process.
They should assign clearly-defined delegation of duties regarding decision-making and performance evaluation and monitoring.
Organizational structures must also be supported by appropriate standards, policies and procedures, which should enhance the organization decision-making capacity. Organizational structures are influenced by the stakeholders, i.e., all groups, organizations, members or systems that affect or can be affected by an organization actions. Examples of important external stakeholders for public organizations include the Parliament, state-owned enterprises, the Congress, other government entities and the citizens.
Organizational structures are also influenced by the users, both internal and external. Internal users are the business executives, functional departments that own business processes and individuals within the organization who interact with business processes. External users are the agencies, individuals and others who use the products or services provided by the organization (for example, other departments, citizens, public companies). Another influence on organizational structures is comprised of the providers, for example companies, units or persons, both internal and external, that provide services to the organization.
Methodology
The processes that are appropriate for state-owned enterprises and that are considered in the elaboration of SEST ICT Governance Kits have been identified from the cross-examination of the basic governance reference recommendations from: (a) the TCU (ICT governance (TCU)) [9] , (b) the Control Objectives for Information and Related Technologies (COBIT) [21] and c) the Management System for Information Technology Resources (in Portuguese, Sistema de Administração dos Recursos de Tecnologia da Informação-SISP) which is coordinated by the Brazilian Ministry of Planning, Development and Management [24] .
The ICT governance model proposed for the SISP has principles and guidelines that should be observed by the bodies and entities of the system during the implementation of their ICT governance. Beyond that, the model is built on the concepts of conditioning practices. The model has ten practices, the accomplishment of which is important in the improvement of ICT governance in the organization. For each one of the practices, it presents the related conditioning factors that influence the execution of that practice, favorably or otherwise. In all, sixty-three (63) conditioning factors were identified. The model also shows the relation that exists between the practices, grouping them according to the tasks of ICT governance-evaluation, direction and monitoring-and the relation between the tasks of ICT management and governance. Table 1 lists the most appropriate processes (18 processes) to state and that are considered in the elaboration of the SEST Governance Kits. The definition and the choice of processes presented in Table 1 to compose the SEST ICT Governance Kit were carried out by an ICT committee, which was composed of five specialists in ICT governance and three representatives from SEST, also involved in ICT governance. All the authors of this work were part of the analysis of the processes existing in the governmental guides (ICT governance-(TCU and SISP)) and in COBIT. The 18 processes are considered as adhering to the needs of SEST. 
Processes of the State in the Elaboration of Kits 1, 2 and 3 of SEST Governance
This section defines and evaluates the maturity level of the adherent processes in the elaboration of ICT Governance Kits for state-owned enterprises. This evaluation was conducted based on the definition of COBIT to maximize the combined effects of COBIT 5 [21] and the Capability Maturity Model Integration (CMMI): A guide to using the tool practices pathways [25] .
COBIT 5 has a set of guidelines and best practices for the governance and management of different areas of ICT (such as security, risks, etc.) [26] . This tool is designed to assist COBIT users with CMMI [27] . The tool highlights areas of COBIT that can leverage CMMI maturity practices.
CMMI is a reference model that contains the necessary practices for maturity, being used by organizations that want to operate with high performance. For this, based on the organization's business goals, CMMI provides a set of practices for process improvement [28] . As the organization's processes are created or changed, they must be mapped to the process areas so that their progress can be evaluated according to the CMMI model. This evaluation is done through levels, describing an evolutionary or evaluative path to improve the performance of the institution's processes. They can be applied to process groups within the institution or the institution as a whole.
The improvement paths in CMMI follow a set of maturity levels, which are used to characterize organizational improvement relative to a set of process areas and corresponding to a representation by stages and capacity levels, which characterize organizational improvement on a single process area and utilize continuous representation. To achieve a level, the organization must fulfill a series of objectives of an area or a set of process areas [28] . The CMMI maturity levels are:
• Maturity Level Number 1: maturity level: initial. Description: At this level, the processes are usually chaotic and ad hoc, and the organization does not provide a stable environment to support the processes. Therefore, success in these cases often depends on the competence and effort of the people involved, not on the proven effectiveness of the processes. What often also happens is that sometimes, the products and services succeed, but they exceed the budget and schedule documented in the planning. At Level 1, organizations have the usual tendency to commit themselves, abandon their processes when a crisis occurs and thus are unable to repeat the successes previously achieved. • Maturity Level Number 2: maturity level: managed. Description: When we reach this level of maturity, the organization already has enough discipline to ensure that existing practices can be ensured even in times of crisis. When these practices are effective, the processes are executed and managed according to their documented designs; for example, monitoring the status of products at certain defined points in their cycle and establishing commitments among important stakeholders of the product. All this results in projects that ensure processes that are planned and executed according to a policy, qualified personnel, adequate resources, that produce controlled outputs and in a monitored, controlled, reviewed and evaluated way to adhere to the process description.
• Maturity Level Number 3: Maturity level: Defined. Description: At this level, processes reach a much larger stage of characterization and understanding, are described in patterns, procedures, and establish consistency for the organization. The biggest difference between levels of maturity 2 and 3 is the scope of patterns, description of processes and procedures, because on level 3, to meet a project, there should be an adaptation from the standard process set of the organization and not different versions of patterns for each project. The consolidated default processes are more proactively managed by making talking about interrelationships between process activities and improved over time and require a more stringent description of you compared to level 2. A duly defined process declares: purpose, entries, input criteria, activities, roles, metrics, verification steps, output, and output criteria.
• Maturity Level Number 4: maturity level: quantitatively managed. Description: To reach this level, the organization through its projects must establish quantitative objectives to obtain quality and performance in the processes. A major difference between Levels 3 and 4 is the predictability that is made through quantitative and statistical analysis of process data when it comes to Level 4. The quantitative goals to be achieved consider the needs of the organization's customers, users and process implementers. When a sub-process is selected, specific performance measures are collected and statistically analyzed. In this case, it is important to see the relationship between the different processes and their impact on the achievement of the objectives of the process, to apply the quantitative and statistical techniques where the organization is most valuable.
• Maturity Level Number 5: maturity level: in optimization. Description: At Level 5, the organization focuses on improving process performance through incremental, innovative process and technology improvements based on a quantitative understanding of its business objectives and performance needs. These objectives must be established, continually revised to reflect changes in organizational performance, measured and compared to quality objectives and used as criteria in process improvement management. If data analysis identifies performance failures, they are used to drive organizational process improvement. One aspect that differentiates levels is that in Level 5 the focus is on the management and improvement of the organizational performance using data collected from multiple processes, while in Level 4, the organization and its projects are focused on understanding and controlling performance at the sub-process level, using the results to manage projects.
The COBIT 5/CMMI Practices Pathways Tool provides connections between COBIT and CMMI to identify and highlight their related components; assisting in designing or improving governance structures. The most relevant connection points between COBIT and CMMI models are their practices. The analysis of the models was conducted with the objective of establishing not only the alignment between the two, but also among their practices, mapping the relationships between the practices of both models.
However, CMMI and COBIT were designed for different purposes, so they do not align perfectly. Therefore, there are cases where connections between them do not make sense. In such cases, the Practices Pathways Tool shows that there is no way to align practices between models. It is also possible that a practice in a model aligns with multiple practices in the other, and when this occurs, the tool also shows the user the multiple alignments. The tool was designed to allow guidance on a model based on the other. That is, from CMMI, it can be guided in COBIT practices, or COBIT in CMMI practices.
The COBIT 5/CMMI Practices Pathway Tool was built as a Microsoft Excel worksheet. The tool consists of a worksheet that relates CMMI and COBIT practices. Specific elements of each practice are in separate columns to provide the user with the opportunity to classify and filter the data according to their needs.
To specify a practice element to be examined, the user must click on the filter icon and select the element value in the list of displayed values, and the tool will be updated to show the results of the selected filter. The use of this tool allows businesses to look beyond the management of information technology resources, traditional use of COBIT, software development and traditional CMMI use, considering broader implications of practices and their connections to the value delivery for stakeholders [25] . Table 2 shows all the processes of the State Governance Kits. 
Continuous Improvement Approach
This Kit offers a generic continuous improvement approach, based on the Deming cycle (Plan, Do, Check, Act (PDCA)) and on the life cycle of implementation, as proposed by the COBIT 5 [21] .
With this approach and having the ICT governance presented in this Kit as a background, the intention is that the bodies and entities in the SEST, independently of the level of maturity of their management practices and ICT governance, can streamline, in a continuous way, their ICT governance systems. Figure 7 shows the six stages that form the generic approach on continuous improvement put forward in the ICT Governance Kit. 
Detailed Description of the Continuous Improvement Approach
It is recommended that the work of continuous improvement of the ICT governance within an organization should be done and monitored by a program. A program is defined as a group of related projects, managed in a coordinated manner, to obtain the benefits and control that would not otherwise be at hand, if they were managed individually [9] . The stages shown in Figure 7 are as follows.
Stage for identifying the directing elements: In this stage, the organization should identify the directing elements that will influence the configuration of the arrangements that form the ICT Governance Kit, such as: Stage for the analysis of the present state: In this stage, the organization should study the present state of the arrangements that form its ICT Governance Kit, including its policies, processes, organizational structures or equivalent functions.
Stage for defining the goals to be achieved: Based on the identification of the directing elements, and taking into account the present state of the arrangements that form its ICT Governance Kit, the organization should define, in a clear and non-ambiguous manner, the goals for improvement to be reached by its ICT Governance Kit.
Stage for planning and implementing the improvements: Based on the goals defined in the previous stage, the organization should plan and implement the improvement actions needed for its ICT Governance Kit to attain the results expected.
Stage for operating and measuring: In this stage, the organization should measure, continuously, the operation of the arrangements made in its ICT Governance Kit, aiming at collecting information for its analysis and monitoring.
Stage for monitoring and analyzing: In this stage, the organization should monitor and verify based on the data collected in the previous stage; whether the implementing of the improvement actions in the arrangements that form its ICT Governance Kit have obtained the expected results (based on the goals set at first). The identification of deviations in this activity should produce a set of actions to correct the work to implement improvements in the ICT Governance Kit of the organization, providing continuous improvement, in a new cycle.
During the process of preparation and implementation of its ICT Governance Kit, the organization should take into consideration its institutional missions, the public services provided to society, the needs of the parties interested, as well as the present level of maturity of its management practices and ICT governance. The analysis of the organizational domain, through the lenses of these elements, will help the organization to define the features of its ICT Governance Kit, which will be different from one organization to another.
Given the diversity of the organizations governed by SEST, in terms of the maturity of their management practices and ICT governance, this paper proposes a sequence for the implementation of the ICT Governance Kit, taking into consideration the inter-dependencies that exist amongst them, both in the maturity level, as well as in the level of adherent processes and artifacts.
Conclusions
This work presents a survey of ICT governance best practices and conditioning that are considered relevant to execute a diagnosis of practices to be adopted by the Brazilian government Secretariat of Coordination and Governance of State-Owned Enterprises Secretary (SEST).
To conduct an effective ICT governance cross-examination, all practices present in governance evaluation techniques for information and communication technology of the Brazilian Federal Court of Accounts (TCU (ICT governance)), the SISP and the COBIT 5.0 were used to identify which processes were considered important for state-owned enterprises governed by SEST. With the processes, conditioning and artifacts identified, the SEST Information and Communication Technology Governance Kits were proposed.
According to the Capability Maturity Model Integration (CMMI), the Kits were divided into Kit 1 (with its processes considered as Maturity Level 2), Kit 2 (with its processes considered as Maturity level 3) and Kit 3 (with its processes considered as Maturity Levels 4 and 5). It is hoped that with the use of these ICT Governance Kits, Brazilian state-owned enterprises would improve their level of maturity and have a better evaluation by the main government auditing agency, the TCU.
As future work, we plan study cases to apply these ICT Governance Kit proposals to selected state-owned enterprises and to check their maturity levels regarding ICT governance practices. The deployment and the performance of the adoption process for these ICT Governance Kits will be monitored so as to have state-owned enterprises governed by SEST in compliance with ICT governance recommendations from TCU.
